Security Risk Assessment

Have our experts help you prevent disaster before it occurs

T

he consequences and cost of compromised healthcare data can be
staggering. In addition to the liability of leaked patient medical
records and financial data, compliance certifications can be revoked and
substantial fines levied. Reputation damage could be devastating.
A Security Risk Assessment (SRA) by Coeus Healthcare Managed Services
will not only help you avoid a security disaster, but also give you the
confidence that you are meeting the latest HIPAA and Meaningful Use
requirements.
As exclusive healthcare IT security and compliance experts, engaging
Coeus HMS for your SRA can not only allow you to focus more on
improving patient care, but also give you the confidence that your SRA
includes the latest threat, safeguard and compliance considerations.

SRA Essential Components

Exclusively
Healthcare
Coeus Healthcare Managed
Services is one of the healthcare
industry’s market leaders for cloud
computing. We provide hosting and
related services for more healthcare
professionals. Our HIPAA
compliance expertise is unrivaled.
Healthcare cloud computing and
information security is not just our
focus - it’s our passion. Let us be
your partner in helping to change
healthcare.

Our SRA includes a complete examination of these essentials:
• Review of PHI inventory to determine where electronic and other
data is located
• Examination of the three safeguards required by 45 CFS 164.308 (a)
(1) — administrative, physical and technical, including the latest
Omnibus rules (This is a facet many assessment providers overlook)
• Assessment of current HIPAA security compliance operations
including safeguards in place, as well as vulnerabilities and specific
threats to safeguards
• Evaluation of existing security policies and procedures

Comprehensive Findings & Recommendations

Certified against the Common
Security Framework (CSF) from the
Health Information Trust Alliance
(HITRUST) to address HIPAA
compliance requirements.
Encompasses PCI, ISO 27001/2,
NIST, COBIT, CMS and others.

Coeus HMS provides a comprehensive, audit-ready report with findings
and recommendations that includes detailed vulnerabilities and
remediation recommendations. Remediation may include outsourcing
disaster recovery, backup and restore processes, information hosting, and
perimeter testing through a HIPAA-compliant, cloud-based infrastructure.
With this option both IT and security burdens are offloaded to seasoned
experts.
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Versatile Experience
Of course your SRA may have unique requirements based on your
particular business. One of Coeus’ strengths is our width and depth of
compliance experience. We can quickly and effectively help you with any
specialized SRA need.

SRA Implementation
Proper and thorough implementation of your security risk assessment is
absolutely essential to protecting your patient’s privacy, your company
data and to ensure compliance with federal regulations. Our rigorous
implementation process was designed specifically for healthcare
organizations and adheres to the following four tenets:

World Class IT Management
Coeus HMS uses the ITIL methodology — a practical,
no-nonsense framework for identifying, planning, delivering, and
supporting IT initiatives. It is the most widely adopted approach
to IT service management in the world.

Intelligent Collaboration
Our privacy experts and security engineers including our Chief
Privacy Officer are involved early and often during the process.
This intelligent collaboration ensures that your solution is fully
reviewed and approved by the team responsible for
implementation.

SRA Urgency
MEANINGFUL USE
REQUIREMENT
REQUIRED TO
RECEIVE INCENTIVE
FUNDING
IMPORTANT TO
AVOID SECURITY
BREACHES & FINES
REQUIRED
BI-ANNUALLY

Skillful Execution
Every implementation is completed by a team of highly skilled
healthcare privacy and security veterans and expertly led by a
dedicated project manager. We are the experts.

Proactive Communication
From start to finish, the Coeus HMS implementation team will
proactively communicate with you to confirm requirements,
define milestones, provide timely status, get approvals and alert
you to any issues. Our reputation for elite customer service is
based on superior communication.
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